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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Richmond Division

CIRCUIT CITY STORES, INC,,
Plaintiff,
V. Civil’Action No.: ) ﬁS‘g ‘&/ 4‘@ &’
FINANCIAL SYSTEMS IN NOVATION, LLC,
Serve:
Anthony O. Brown, Registered Agent
500 Skokie Boulevard, Suite 585
Northbrook, [llinois 60062

Defendants.

COMPLAINT
Plaintiff Circuit City Stores, Inc. (“Circuit City™), by counsel, as and for its Complaint
against Financial Systems Innovation, LLC (hereinafter “Financial Systems™), alleges as

follows:

JURISDICTION AND YENUE

1. This s an action for declaratory judgment of patent invalidity and non-
infringement which arises under the Federa) Declaratory Judgment Act, 28 U.S.C. §2201-
2202 and under the Patent Laws (35 US.C § 1, er seq.) of the United States. Subject matter
Jurisdiction of this Court is invoked pursuant to 28 U.S.C. §§ 1331 and 1338(a).

2. Venue is proper in this Court under 28 U.S.C. § 1391(a) and (c) and 28 U.S.C.
§1400 as the Plaintiff is e;itctively engaged in such activity in this judicial district which the
Defendant has alleged cdinstitutes au infringement of Defendant’s U.S. Patent No. 4,707,592

(hereinafter the ““592 patent™). Further, Defendant has made demands, claims and other
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assertions of such infringement by directing multiple communications to the Plaintiff in this
judicial district and has offered to grant Plaintiff a license to practice the patent in this district.
| PARTIES

3. Plaintiff Circuit City is a corporation organized and existing under the laws of
the Commonwealth of Virginia with its principa] place of business at 9950 Mayland Drive,
Richmond, VA 23233. Plaintiff is, inter alia, an electronics retailer whose business invalves
 the use of various systems to conduct and monitor electronic payment transactions.

4. Defendant Financial Systems is a limited liability company organized and
existing under the laws of the State of Illinois, with its principal place of business at 500
Skokie Boulevard, Suite 585, Northbrook, Illinois 60062. On information and belicf,
Defendant Financial System’s sole and exclusive business is negotiating and obtaining
licenses from individuals and entities in order to allow them to practice the invention claimed
in the ‘592 patent.

FACTS

5. Upon information and belief, the U.S. Patent and Trademark Office issued
U.S. Patent No. 4,707,592, attached hereto as Exhibit A, to Paul N. Ware on November 7,
1987. Upon information and belief, from since at least as early as March 2003, Defendant
Financial Systems was the exclusive licensee of the *59? patent.

6. fn September 2003, and subsequently again in October of 2003, Financial
Systems, through its attorney and agent, Jonathan T. Suder, contacted Circuit City by letters
addressed and delivered to Circuit City in Virginia, and offered Circuit City a license to
practice the invention claimed in the *592 patent. See Suder’s Letter of September 23, 2003
and Sudcr’s Letter of October 24, 2003, attached hereio as Exhibits B and C, respectively.

Each of these communications expressly noted that such correspondence was not meant to

o
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constitute formal notice of infringement. However, each letter implicitly stated that Circuit
City was potentially utilizing infringing technology on a daily basis.

7. On or about September 17, 2003, Defendant Financial Systems filed an action
in the U.S. District Court, Northern District of Georgia, seeking damages for infringement of
the *592 patent from various retailer defendants including Office Depot, Inc., Target
Corporation, and Walgreen Company. On or about March 3, 2004, Defendant Financial
Systems filed an action in the U.S. District Court, Northern District of Georgia, seeking
damages for infringement of the ‘592 patent from various retailer defendants including Gap,
Inc., Racetrac Petroleums, Inc., JC Penney Corporation, Inc., Eckerd Corporation and The
Kroger Company. On or about June 30, 2004, Defendant Financial Systems filed an action in
the U.8. District Court, Northern District of Texas, seeking damages for infringement of the
‘592 patent from various retailer defendants including Pier 1 Imports, Inc., H.E. Butt Grocery
Company, Williams-Sonoma, Inc., Linens ‘N Things, Inc., Albertson’s, Inc., Costco
Wholesale Corporation, Petsmart, Inc., Petco Animal Supplies, Inc. and The Bombay Co.,
Inc.

8 In January, 2005, Acacia Technologics Group (“Acacia™), a patent licensing
and enforcement company acquired Financial Systems.

9. By letter of March 9, 2005 addressed and delivered to Circuit City in Virginia,
Acacia, acting as agent for Defendant Financial Systems informed Circuit City that jt intended
to enforee its recently acquired rights in the *592 patent. See Acacia letter of March 9, 2005,
attached hereto as Exhibit D. Acacia stated that it belicves that Circuit City uses the type of
system set forth in the *592 patent and offered Circuit City a license.
fendant Financial Systems, threatened

10.  Inthe March 9 letter, Acacia

-

litigation over this dispute if the parties were unable to complete negotiations. The letter
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expressly stated (1) that if the parties were unable to resolve the matter amicably it would turn
the matter over to a law firm to proceed with litigation; (2) that the Defendant intended to
seek to recover the maximum damages allowed by law; (3) that this was its last attempt to
resolve the matter prior to litigation and (4) that the Defendant currently has multiple patent
infringements suits pending in various districts against entities it alleges infringed the *592
patent. See id,

1. Enclosed with the March 9 letter was a draft Non-Exclusive License
Agreement which Acacia requested that Circuit City execute to purchase a license from
Financial Systems. The letter also noted that the author of the letter, Julia Feldman, would
contact Circuit City in approximately 30 days.

12. On several occasions between March 9, 2005 and the May 3, 2005, Julia
Feldman, acting as an agent for Financial Systems, telephoned agents of Circuit City in
Virginia for the purpose of persuading Circuit City to execute the license agreement and pay a
toyalty fee to Defendant Financial Systems.

13, On information and belief, Defendant Financial Systems has communicated
with a number of additional retailers, some of whom are located in the Commonwealth of
Virginia seeking license agreements and royalty payments from these in regard to the ‘592
patent,

14. By its communications with Circuit City and by its other contacts with persons
and entities in the Commonwealth of Virginia, Defendant Financial Systems is transacting
business in the Commonwealth and personal jurisdiction over the defendant is permitted by §
8.01-328.1, Virginia Code.

Heges that the “592 patent teaches a system that

can protect financial transactions, especially credit card transactions, against potential fraud
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by creating printed records at the point of sale that include only minimal information and
exclude the credit card account number, but can be related to the detailed information of the
transaction by a unique transaction number.

12. Circuit City has used in the past, currently uses, and plans to continue using a
eredit card transaction system which protects against potential fraud by printing information
on its receipts which does not include a credit card account number. Financial Systems
alleges that by employing this system, Circuit City infringes the ‘592 patent.

13, Circuit City denies that it has infringed or is infringing the *592 patent in any
form, either literally or under the doctrine of equivalents, and either directly or contributorily.

4. Asadirect result of Defendant’s threat of pending litigation, Circuit City
labors daily with the uncertainty and insecurity of a looming threat of costly litigation.
Further, as Circuit City continues to use its non-infringing system, its potential liability
increases daily should a court determine otherwise. There is, therefore, an actual COntroversy

between the parties.

Count [
Declaratory Judgment of Non-infringement of U.S. Utility Patent

5. Plaintiff incorporates repeats and realleges Paragraphs 1 through 13 of this
Complaint ag if fully set forth herein.

16.  Plaintiff Circuit City’s sales transactions systems do not infringe Financial
Systems U.S. Patent No. 4,707,592, Plaintiffis therefore entitled to a declaratory judgment of
Plaintiff’s rights, and specifically, that Plaintiff’s implementation and use of its sales

transactions systems do not infringe any rights that Defendant Financial Systems may have.



Count IT
Declaratory Judgment of Utility Patent Invalidity

17. Plaintiff incorporates repeats and realleges Paragraphs 1 through 15 of this
Complaint as if fully sct forth herein,

18.  On information and belief, Plaintiff avers that the *592 patent is invalid and
unenforceable for failure to comply with one or more of the following statutory provisions: 35
US.C. §§ 101, 102, 103 and 112,

18, Plaintiff is entitled to a declaratory judgment of said invalidity.

WHEREFORE, Defendant Circuit City Stores, Inc., respectfully requests as follows:

A. That this Court declare that Circuit City has neither infringed nor
contributory infringed United States Patent No. 4,707,592 and the claims therein:

B. That this Court declare and decree that United States Patent No.
4,707,592 and the c¢laims therein, are invalid, void and unenforceable;

C. That this Court further declare that Circuit City has not and is not
violating any rights. of any kind whatsoever, of Financial Systems under the Patent Act, on
the grounds that U.S. Patent No. 4,707,592 is invalid or that Circuit City’s sales transaction
systems do not infringe;

D. That this Court direct the Director of Patents and Trademarks to
invalidate and cancel, as invalid, United States Utility Patent No. 4,707,592;

E That this Court grant such other relief as it deems just and proper.
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Respectfully submitted,

CIRCUIT CITY STORES, INC.

ez

¥ Counsel

Charles M. Allen (VSB #30183)

Anthony Tacconi (VSB #47459)
GOODMAN, ALLEN & FILETTL PLLC
4501 Highwoods Parkway, Suite 210
Glen Allen, Virginia 23060

Phone: (804) 346-0600

Fax: (804) 346-5954
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{57 ABSTRACT

A financial card transaction system for protecting the
financial transaclions against fraud, by reducing the
dissemination of the vardholder’s account code and the
transaction data. The gystem includes a plurality of
retsil sales, each having a card reader that is connccteg
by data channels to a transaction center with a com-
puter that includes cardholder's records and & transac-
tion number generator. ‘The transaction number
wmyuely identifies each transzction undertaken within a
given titae frame and is (he ooly nymber printed out on
a transaetion ticket at the retail site, while transaction
dats, such az cost, 1ype of merchandise, cardholders
account number, ete. are not printed ot at the retsi]
site, but only at the transsction center where it is in-
cluded in the monthly or quacterly statement printed by
the comptrter and sent to both cardholder and retail site.
Encryption may be incladed in order to prevent the
unznthorized monitoring of the data flow. A telephons
interface may be provided at the retail gite so that a
eerdholder may eall and send his account nomber and
personal identity number from a pugh button telephone.
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PERSONAL UNIVERSAL IDENTITY CARD
SYSTEM FOR FAILSAFE INTERACTIVE
FINAMNCIAL TRANSACTIONS

BACKGROUND OF THE INVENTION

The invention relates to secure identity card systems,
and thore particolarly, 10 a failsafe intevactive, universat
financial transaction systere, reguiring only one com-
mon card,

It is wall known that credit card fraudn are com-
monly perpetrated with the cxisting widely used credit
card system, wherein a credit eand user has in his pos-
session a small plastic card on which his account num-
ber or code with the card issuing organization is primed
on the card in raised nomerals and letrers, This card is
comstricted 10 be inserted into o stmple, small card
reader with a multilayer fransacdon paper blank with
carbon paper between the Jayers of the blank layers
from which several copies of the transaction are made.
All the copies have imprinted on them the cardbolder’s
name and account number and othar trapsaction dats,
such as the monctary amount of the transacton, data
and so forth, and he is given one copy as proof of the
trangaction and jts data, while the retail astablishment
retaing several copiss, of which ote i kept for the re-

25

cord, another one is sent to the card-issning organiza- -

tion for reimbuyying the retail establishment, and there
may be other copies. The used aarbdn papers are dis-
carded. The ysed carbon papers have on them a claarly
vigible reversed facsimile of the transaction, including
the customer’s name, his Account nursber and details of
the transaction, The cerbon papers arc.often hterally
thrown (o the wind as they ace dumped into the trash
receptacles at day's end. Individuals who are intant
upon defrauding the system are known to colleet and
use these carbon papers 1o reconsttuct 8 customer's
name and account nomber for making false cards, and
for filing fraudulent claims or fraudulently obtaining

merchandise and services at the expense of the system,

Another problem that is characteristic of the system
that is now in wse is the proliferation of differént types
of eredit cards that are in use, Typically, a person who

travels and cntu‘tmns to a romsiderable degree may find
it necessary to carry as maiy &s ten or mote different
credit cards on biz pearson. Clearly; that many credit
cards i circulation increases the probability of sceiden-
tally Josing cards, the nesd for reporting their joss and
cancelling and voiding them, Time used in processing
lost cards can be considerabls, .

-PRIOR ART

Inventors have in the past sought to overcome the
problems relating to misnse of credit card identification
cards.

1.8, Pat. No, 4,300,042 shows mcthod of registering
selected magnetic data on mugnetic stripe cards.

1.5, Pat. Nu.4,048,475 shows an apparstus for check-
ing the vser of a card m cord-actvated machines by
means of two kinds of coded information,

U.S. Pat. Ne. 3,718,764 shows 2 terminal unit for
mmntaumng up-te-date. records of credit accoonts at &
central station.

U8, Pat. No. 3,731,076 shows 2 system for prevent-
ing improper use of credit cards by means of a corre-
spondence between the number ou the card and data.

manuaily entered by  user.
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U.5. Pat. No. 3,719,927 shows a eredit controb system
which requires positive anthorization of cach purchase
from a central file.

U.S. Pat. No. 3,702,392 shows a method of idemify-
ing the identity of a cardholder by means of a secarity
code essigned to ench cardholder,

U.S. Pat. No. 3,636,315 shows 1 guest identification
apparatus and method for hotel use, by means of 2 spe-
cial identity,

1.8, Pat. No. 3,597,734 shows a system for anthenti-
cating aredit cards wherein the card contains a hidden
cede by means of irregularities in the card surface.

SUMMARY OF THE INVENTION

The instant patent application discloses s multipug-
pose credit and identity card system that provides seon-
vity against fraudulent or uneuthorized use of cards by
means of a system that avoids the use of paper with

. information that can be misused at the place of the
-transaction, or subssquently be misuscd, yet provides

the retait customer with & transaction receipt for pre-
venting loss of records, and avoids the need for carcving
numerous individual separate credit identity cards with
attendant recordkeeping.

In its most basic form of the invention, a card user has
one card that does not necessarily show cxternally in
plain letters or numerals the account number or 1D
information of the cardholder with the eard YD) issuing
corporation or corporations o other entities, but only
the name of the cardholder and of the card-issuing orga-
nization. In cases wherein the card may be wsed a3 2
driver's license or a government 1D card, there may
optionally be additional information shown on the card.
The card has 2 possibly invisible but machine-readabls
stripe that contains in magnetic or any other suitable
type of encoding sach as lasar imprinting, bar code or
an imbedded momory chip, or & carg-code that may be
combined with 2 pser supplicd personal code not pres-
ent on the card in order 1o verify the pard-cirrying
person’s account or identity. A transaction terminal
provided at the retail or transaction site has 3 siot or
space for receiving the card and means for reading the
encoded card code and a keyboard on which the user
enterr his personal cede or authorized code made avail-
able to family mombers or the like. The transaction
terminal lgcated at the retail or trangaction site I8 com-
neated by a telephone or data Lirdk (hook-up) to a central
transaction center with a compater with s financial ora’
data file and a program for receiving the card code and
the personal code and othar transaction information,
and combining the two codes to form a Hle access ad-
dress for scoess 10 the cand wser’s records in the Ble. IF
the records indicate that the user's acconnt is in good

. standing, The transzction center will return to the trans-

)

60

action terminal a validation signal and a cumulative

transzction mumber, and record and store the details of
the transaction at the transaction center in the eonter
computer's memory. The transaction nurnber fs 3 num-
ber that is cnmulatively Incfemented for each transac-
tiom at the center, advantageonsly for each day and is
incremented by one or scveral units for each completed
transsction guring the day. The deia of the transaction
and the transsction number is retumned -over the data
Link to the transaction terminal and is there printed oot
on a Heket at a printer connegted 1o the tefmingl, The
cardholder and the ratail establishment sach gct 2 copy
of the ticket, which optionally does not contain the data
of the transaction, but only the merchant name =pd the
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dake of the transaction, name and address of the card-
issuing establishment and the transaction number. The
cardholder's identity and account number may not nee-
easarily be printed out. The transaction number and the
date, together with the establishment name, uniquely
identifies the transaction i the customer or tetailer
should have a need to trace the transaction at o later
fime.

At the trangection center, the compuier converts the
transaction 10 clear language und engages a printer
which prints out 3 desired pummber of tickets that iden-
tify the transaction in s} ite details inclnding cost, date,
pleee; items purchased and sp forth, One of these tickets

is mailed from the center to the cardholdsr, one to the .

retai] establishment and one to the card issuing organi-
zation. The card code is not printed on the ticket. In
that way, = person’s card eade need only be known to
the few peaple operating the transaction cetter and can
readily be kept confidential and sccure. Also, the per-
sonal I code need only be known to a few people
besides the cardholder.

In 2 further improved embodiment of the invention,
the transaction terminal may contein & microprocessor
with 2 program for encrypting the cardholder’s card
code and bis personal ID eexde, so that a number or code
transmitted over the telephone line, if intercepted by
unauthorized mdividuals, cannot be broken down in
order to surreptitionsly retrieve the cardholder's ac-
count pembar and personal identification number. Af
the tranyaction esnter, the encrypted code fs again deci-
phered by the central computer,

The cumulative transaction number that is fasued by
tht: trangaction eenter need not be s clearly incremented
number, which could be used to serreptitiously dedoce
certant details about the transaction. Thet number may
advantagecusly alse be encrypted 5o that unauthorized
persons carmot dednce any clues as to the specifics of
any of the transactions.

The system, according to the invention, which is
based on the existence of a central transaction center,
lends itself very well to be used us » universal transac-
tion center that can serve any or all card-issuing organi-
zations for credit or jdentify verification purposes, in
the following called associate card organizations, In this
way, the 1D card could serve, 25 desired, 25 & g, 5 Mas-
ter Card, a Visa Card or gasoline churge card, a deiver’s
license, medical, insurance card, argan donor. and so
forth, if the user caters the name, a code or acronym for
cach of the participating associate card organizations.
These names, acronyms or codes may advantageougly,
seleetively be imprinted on the card 1o aid the user in
executing the transaction,

It js accordingly the object of the invention to pro-
vide an IT)/cradit cand systery that is secure in that no
readily identifiable data ave requirad tn be primnted at the
trangaction site for unanthorized, Jater use.

It is anothar object of the invention 1o provide a card
systern that iy secure In that 2ach transaction ig identi-
fied by a nnigue cumnlative transsction number that ic
imprinted on the cardholder's receipt at the transaction
site for each transaction. This allows the card user to
control the card’s use, Voided cards and upassigned and
invalidly numbered cards are readily spotted at the
transaction center and cancejled.

It is enother object 1o provide a card system wherein
4 trangaction termainal at the trangsetion site internc
tively communicates with a transaction center over data

40
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Tinks by means of encrypted data that can be deciphered
only by those who have the key to the code.

Encryption techniques are well known. A particu-
larly well known encryption algorithm has been devel-
oped by the Nationsl Burcau of Standards and is known
as the Data Encryption Standard (DES), which is in the
public domain. More information is provided in Precise
Encyelopedia of Science and Technology by McGraw
Hil! sud othere.

Further objects and advantages of this invention will
be apparent from the following detailed description of
presently preferred embodiments which are illystrated
schematically in the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 12 and 15 are block disgrams of the elements
of the system sccording to the invention and their mu-
tmal cooperation, showing details of the transaction
terminal st the transaction site and details of the transac-
tion center.

FIGS. 2A, 2B and 2 show an cdge view, s front
view and & rear view , respectively of & typical card
according to the invention.

FIG. 3 is & block diagram which shows details of the
cirouit of the transaction terminal including the mi-
crocompuier with memory, a buffer memory, printer,
display and keyboards,

FIGS. 4a and 45 are perspective views of = typical
transaction terminal with keyboand for transaction data,
a display, a printer, and 2 keyboard for entry of personal
ID code, a card slot and 2 space for inserting the en-
cryption code key, and an encryption key.

FIGS, 5 and 6 are a flowchart showing in step-by-
step form the steps of & complete tramsaction, which
form & basis for development of the control programs in
the trangaction terminal and in the transaction center.

FIGE. 7TA-D show details of the transmitted dota
format.

Before explaining the disclosed embodiments of the
present myvention in detail it i3 to be understood that the
invention is not limited in its application to the details of
the particular arranpements shown, sinee the invention
18 cepable of other embodimetts. Also, the tarminology
used herein is for the purpose of deseription and not of
himitation.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIGS, 1A and 1B show a financial transaction system
according 1o the invention, FEG. LA s a transaction site
part 10 of the system and FIG. 1B iz the transaction
center part 1t of the system. Typically one transaction
center 11 cooparates with malbplicity of transaction
sites. Only onc transaction site is shown in detail in FIG.
1A since they are alike. The transaction site 10 inclodes
a card reader 12, that is the central component of the
transaction sitc apparatus to which the other SOMPO-
nents of the transaction site are connected. The card
readey 12 serves to receive s card 13 in a =ujtable slot or
reoeptacle, which is shown in more detail in FIC. 4A.

The card reader 12 contains components that are
capeble of receiving a cerd 13 of the proper format the
card slot and reading a machine-readable cods, im-
printed by any suitable means, on the card 13, and alze.
tromic cireuits for temporarily storing the card and
personal code and for transmitting the code and othar
data via s modem 24 and a Gaia Hok 26 to 2 modem 24
at the trangaction center 10, The card reader 12 i for-
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ther connected to a computer 318 which operates to
control zll the functions of the card reader 12 via a
computer bus 1de, which is further connccted with all
other electronic circuits in the card reader 12, a5 ex-
plained in more detail bercinbelow.

The computer 14, which & typically a microcom-
puter of any suitable conventional type, such as an Intel
8980 or the like, is commected vin the memory bus 167 to
a control memory 16 which contains, stored in its mem-
ory, all the parts of a control program, that are required
for contrailing the microcomputer 14, which in tum
controls the cord reader 12, The compater 14 is alsd
connected to a printer 18 for printing retail transaction
datx onto a paper ticket 19. The printer advantageously

it of a conventions) type that prints alphanumeric infor- |

mation on a tear-off paper strip or the like,

The card reader is further coanccted 10 a transaction
input device 22 which, in the preferred cmbodiment, s
a keyboard with optical display on which the transae-
tion site operator can enter the transaction data, such as
the volue of the tranzaction, type of merchandise or
service, date, merchant's code and so forth. It follows
that the several parts of thiz information peed not be
mannally keyed into the device for each transaction.
The data, for example, can be set on svitable dials or
gwitches that can be read electronically and which ean
be set at the beginning of each time period. The mer-
chant's code is 2 pumber that unigrely identifies each

»merchant or retafl or any other user site to which the
7. transaction center is connceted, 1t follows that the mer-
chant’s code may br inserted, on-a semi-permanent
. basis, nta the card resder, for example, by means of
o . dials or so-called dipswitches that are well known and
widely nsed for settling semipermanent information in
clentronic systems. Assigned operator codes for identi-
fication of employers, etc, may also be included in the
merchant's code,
~In the preferred embodiment, the card reader 123
- further connected to a personal identification number
PIN-mutnber input device 21) which advantageonsly is
-2 small numetic keyboard of the type well known from
pushbutton telephones and the like. In this embodiment,
a retail customet or a parson ta be identified, in order to
complete & trangaction, may have to énter 2 wnigue
“personal identity number (PIN), in‘order to be aceapted
by the. computer in the transsction center. The PIN-
munber i normally memorized by the retail customer
or person to be jdentified, and js keyed into the system
on demeand by the cird reader, £.g. by 4 tone, voier or
& light or mechanical sigusl 27 on the card reader 12

Each transaction site 10 iz advantageoisly, in stil
- another embodiment, connected to the data link 26 and
" the modem 24 through an encrypter 17, which operates
1o convert al) the data fornished by the card reader 12
into ap encrypted data stream that is completely voread-
able (0 anyone who docs not possess the key to the
encryption algorithm. A well known encryption algo-
fithm iz available from the U.S. National Burcaw of
Standiards. The encrypter 17 is typically s sieall elec-
tronie device that porforms the encryption eonversion
based on the chosen algorithm and the chosen key.
Enciyption of dats per s i & well knows art, and is
described in more detadl in referepce books such as
McGraw-Hill Concise Ercpelopedia of Science & Technol-
ogy,. under cryptography, which states that the The
. Data. Encryption Standard (DES) algomhm is in the
public domain,
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The DES enciphers a 64 bit block of plain text into a
64 bit block of cipbered text under contral of 2 56 bit
key. DES was adopted by the National Bureau of Stan-
dard in 1975 as 2 standard encryption algorithm.

In the preferred embodiment the encrypter 17 is ad-
vantageously 8 small stand-alonc microcomputer hav-
ing & built-in program and a code key 23 which fitsin a
receptacle, for easy replaccment, in the encrypter 17
and which containg the key code, that in turn is a string
of alpha-nomenc characters encoded onto the code key
23, e.gz., a3 = small diode matrix or read-ont memory,
containing the key code.

After the data message, representing the details of the
retafl transaction, hag passed through the encrypter 17,
the messhpe is corrverted into secret code which is con-
verted us a string of alphanumeric characters, which is
passed on to the modem 2da at the retail site. The
modem 24z converts the character string into o fotm
that is suftable for transmission over a data link, which
way be a telephone line that may be switchad or & direct
dedicated data Jink of any suitable type. In case it is a
switched line, a dialling device, such a3 a elephone
mgtrument o the like muet be connected to the tele-
phone line in order to sat up the connection; the dialling
device is not shown, The dialling of the transsction
center may ajternatively be dialled automatically by the
microcompnter 14 which may have a dialling program
stored in the control memory 16. The two modems 24g
and b, onc at each end of the data line, sre well known
conventionai devices. Ench consists of a medaiator that
takes the incoming data stream in the form of binary
code and modulates it into 2 form that Is suitable for
trapsmission over the line, There stk many methods of
madulation available, one of which is the so-called fre-
quency-shift keying method in which a carrer fre-
quency is transmitted in two frequencies represénting
the two states one and zero of the signal. The demodula-
tor at the other end with this method of modulation
contains a frequency shift detector that delivers the
original data signal as a binary signal suitable for direct
copnection to the logie circnits wsed in both the card
reader 12 at the retail site 10 apd the eclrenits at the
transaction center 11, A well snited modem is MC 6860
from Metorola Corporation which je deseribed in great
detail i that company's. application notes.

At the tragssetion center, equipment is provided that
operates to internct With each of the retail sites and
receive the trangaction data, including the card number,
the PIN namber from-the keyboard 21 and the transac-

Hon data from the transaction input device 22, Thir

dats, which are sent as g data string over the data Jine
26, as described hersinabove, is first transmitted to a
transaction center interface 30 that serves 28 an inter- -
faoe and buffer store between the center computer 4]

" and the data line 26 w:th modems 24 The centet inter-

face 30 serves to provide compatibility between the
multiplicity of modems 24 to the retail sites 10 and the
center coruputer 41 with its computer bug 42, and iz
described in more detsil hersinbelow. The canter coms
puter 41 may be any suitable compater having sofficient
computing capability, for handling the volume of trans-
actions requirad by all the individual retail sites com-
bined. A typical minicomputer of a type such as mads
by IBM or Digital Corporation, will do well to handle
# typical volume of data. transactions,

The center computer B connected 10 » compnier
memory 31 that contains memory sections that contain

. data and programs requirsd to operate the transaction
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center, 2% described in more detail hereinbelow. Mem-
ory sections of particular importance is the control
memory 32 which contains all the control programs
that control the operation of ths transaction center via
the center computer 41 in accordance with the flow
chart diagram shown in FIGS. 5 and 6.

The control programs stored in the contral memory
32 consiats of strings of binary encoded mstructions that
arc read sequentially and mxécuied by the compnter 41,
The format of the instructions depends on the internal
eonstruction of the computer 41. The method of devel-
opment of the programs is a well known art thal is
described in taxt books, such as Comprer Organization
and Progromming by Wilkam Gear published by
MeGraw-Hill or Microcomputer-based Design by Johm
B, Peatman, alzso published by McGraw-Hill.

The memory 31 ferther includes & customer's card-
holders file section, which contains a6l the pertinent
financial information for cach rtetail or identification
cardholder and the so-called travsaction records for
gvery transaction for every card-holder belonging to
the system. The finzncial information is typically a ls-
ting of all the transsctions undertaken by the customers
within a given time frame, and may include dates for the
customer’s payment of the ootstanding balance and the
current balance and credit limit at any given time and
any other financial information required for operation
of the systemn. The customer trapsaction record also
includes the PIN number for exch customer and the

7+ customer’s account mumber, which may advanta.

peously be the machine-rendable code on the card. It
follows that esch card-holder’s record may include any
information that may be legally and advantapeowsly
stored therein.
The memory 31 further includes an optional reverse
encryption algorithm program 34 that operates to deci-
pher the data from the retail site im case the dsta have
been encrypted by the eocrypter 17,
> The memory 31 further includes a transaction num-
" ber generator program 36 that oparates 1o produce a

" cnmulative tramsaction nwmber that is unigue to each
transaction, e.g., within g time freme of twenty-four
hours ot any other snitable time frame.

The tramsaction wumbers may be non-seguential,
sitice sequential numbaring may possibly provide a clue
to someone intent on defraeding the system, but, it
follows they must be imique to each fransaction within
the given time frame.

The transaction number s transmitted in the reverse
direction from the transaction center 11 to the transac-
tion site for printing ¢m the trantaction site computer
transaction ticket, of which the customer grts one and
the retail canter retaing oo, and the transaction number

0
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is also stoted with ihe transacticn record in the card-

holder's records section 33,

A mermory section 37 designated miscelianeous mem-
oy, serves 1o provide other functions and programs not
included in the above described memory sections,
which are required in the operation of the system and
which perfoym functons that are conventional,

The trensactiom center further incledes a center
printer 38 that produces 2 complete transsction ticket
for each transaction, that contains all the data related to
@ transaction, namely, the cardholder’s name and ad-
dress, his account pumber, the transaction number, the
merchant’s name and sddress, details of the purchase,
sach a5 cost, description of the merchandise or servics,

type and date of transaction and other information, if
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desired, One of the tickets is mailed to the customer,
who will then have a2 complcte record of the transaction
who can uss the transaction sumbers to correlate the
received ticket with the first but abbreviated ticket he
reerived at the time and place of the transaction by
means of the iransaction number,

Another ticket, but without the cardholder’s account
wumber, may then be mailed to the merchant for his

records. .

It follows that the complete transaction ticket can be
part of 2 monthly siatement sent to each eardholder and
each merchant, 5o that no cxtra postage is reguired,
since cach cardholder normally already receives 2
monthly statement,

In this way, the sbbreviated transsction ticket issned
at each transaction site, which contains only the barest
minimum of information, advantagronsly only the mer-
chants pame 2od a trangaction number and a contact
telephone number for the transpction center, is not pro-
viding information that can be used by personnel or
individnals who may get access to the ticket and nse it
to defraud the zysten. As an example, there need not be
a cardholder’s name and account nember present at a
retail site for each transaction by avery salesperson, as
with the presently known card systems.

The card system, according 1o the invention, has the
further advantage that each candholder who has made a
card perchase, and who has a complaint about the pur-
chase can call the transaction site or the transaction
cemler. A person gt the transaction cenler can go o &
console 39, with a display 41 and a keyboard 42 and by
means of the tansaction number access the customer's
files 33, and have the entire trapsaction displayed on the
display screen 41 and steps can then be taken to make
adjustments or explain misonderstandings or attend to
whatever canse for eoncern the cardholder may have.

Iv 2 further development of the system described
herzinabove, it is possible for a cardholder to make a
purchase charged to his credit card divectly from a
telephone with a touch tone keypad (Touch Tone is an
AT& T registered trademark) without jeopardizing the
integrity of his card number, as happens with the pres-
ent system. Presently, when a person tnakes a cradit
eard purchase over the phone, the person must verbally
present his name and card number over the phone,
ORentimes, the card munber and name gots to the
wrong person who ypay misuse it to order unwanted
merchandise.

With the system according to the invention, 8 mer-
chant at the retail site 10 who wishes to take an order
over the telephove ine 44 can have a customer, at the
other end of the telephone conneetion, who has a touch-
tone telephone, tap in his sccount number and PIN
numbar which then is cntered divectly inte the card
reader 12 via 2 telephone interface 43, a manual switch
47 for switching the telephone line 44 to the telephone
interface 43. In this caze, there is no written record of
the transaction site of the cardholder's account number,
and the trapsaction procesds exsctly as if the card had
been inserted manually into the card reader, [t is there-
fore pot necessary that the card sumber be shown visu-
ally on the card, since the cardhoider can read that
number from a sheet of paper and he need not read it
from 2 card a8 5 now customary.

In o further embodiment of the systam, the computer
41 at the transaction center 13 may have sceess to othar
data croters via modems 47. These data centers may be
computers with reemories that contsin additional infor-
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mation abont the cardholders belonging to various
card-isning organizations. Such information may be
cradit Hmity, card account balance, cradit statos, such as
stolen or Jost eards, credit hold, driver’s license status,
medical records, insurance, organ donors, and 5o on.

Typically, esch of those data centers would represent
the cardholder files for participating card issuers.

it follows that the card connections to the participat-
ing card jssuers conld be two-way dats connections, so
that each participating card issver would maintain its
ownt customer's files and send its own manual state-
ments to its own: cardholders.

Alternatively the card-issuer and the cardholders
may agree on issning consolidated common statsments
to each customer,

FIG. 4A thows = typical card reader 12 shown in a
perspective view. A hoosing 54 formed as a conven-
tional console contains the card stot 52 for leading to an
internal card reading mechanism for reading the ma-
chine-readable mumber on the card inserted inte the
slot. A keyboard 22 is the transaction input device for
entering details such as cost, merchandise or service
putchased, cost, date and 50 on. A display 53 repests the
data entered on a display screen, A built-in printer pro-
duces the abbreviated ticket 19 which containg only the
transaction number, the name of the eetail site amd possi-
bly a minimum of other information such as date and the
merchant’s name, address and telephone number.

The housing 54 advantageonsly also containg the
;. -computer 14 with memory. 16, the encrypter 17 and the
i, modem 24 shown in FIG. 1A, An opening 56 at the top

" of back of the housing 54 serves to receive the code key

23, FIG. 4R, for the encryption. These alements are all

typically composed of slectronic component and patts

and fit readily together in 2 single howsing 5 with s

comman on-off switch 51,

A separate keypad 21 with w ready light 27 is con-

... mected to the card resder 12 by. a cord 122 or which

. tay have a cordless connection using radio, infrared,

‘aeonstic or any ¢ther type conngetion, which may fur-

ther be “scrambled” for added privacy, and serves to

enter the card holder’s PIN nomber..

--* The card reader 12 may further have connections to
telephone lines or other data finks, namely the data link
26 (o the transaction center and the switched telephone
line-44 to a central office for use for retail transactions
conducted-over a telephone.

FIG. 4B shows a code key 23, which advantageously
contains gimply a gnall réad-only memory for the en-
eryption code, which can be inserted in the code key
stot 56 and replaced whenever a new encryption code is
desired. ' -

FIGS. 2A, 2B and 2C show & typical transaction card
16 that is well snited for use in the transaction systemn,
according to the invention. The card is sdvantageonsly
a thin flexible plastic card, as seen in the edge view of
FIG. 2A. K typically doss not have raised lstters for
producing a carbon copy as.do conventional credit or
identification cards. On one side it has 2 magnatic stripe
61 that holds in magnetically imprinted characters or
codes the sccount number of the cardholder. Another
field 62 shows in clear letters the nome of the card issner
oF a common transaction center which i responaible for
the sdipinistration of the card, and its name; address and
telephone number may also be shown in this feld. If
scvera] card isgners jointly participate as associate card

3 oy ¢ PO - WA NP W
BANATE, their names and/or }Gﬁ.ua ngy shonw in the Helds

63. FIG. 2C shows the reverse side of the card which
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may show, in the field 69, the name of the card holder,
and-a field §7 may show his written signature. A third
field 68 may show instructions and eonditions for the
card user,

FIG. 3 shows in block dizgram the main clements of
8 card rcadey seen m perspective visw in F1G. 44, The
elements shown in FIG. 3 are sssentially electronic
components that perform all the fanctions of the card
reader 12

The main control component is & eomputer 14 which
containg a central processing unit {CPU) of a suitable
type such as an Intel 8080 or any other suitable type.
The computer 14 is connected with the individua! ¢le-
ments via an address bus 71, which is s conventional
muljti-wire bus that can address any part of the system.
A number of data busses 72 intercounect the various
elementz and transmit and recrive data and instructions
batween the elements. Typically, the data bus is also a
single multiwire bos, but is drawn a8 multiple single
lines in order to better show the data flow as deseribed
herebelow.

- The computer 14 is connected via the address bus 71
and 2 datzs bus 72 to a data memory 16 which is 2 con-
ventional, typically solid-staie computer memory di-
vided into various sectors for string in binary encoded
form varioas types of information.

The sector 78 holds the control programs that govern
all the control functions of the card reader 12, substan-
tially as described in the fiow charts § and 6. The sector
73 serves to receive and temporarily store the card
number, a8 it is read from the card resder machanism 1
via the data Jine 72, The sector 74 stores the PIN num-
ber as it is entered by the cardholder on the keypad 21
vis data line 72b. The tranzaction data scctor 76 stores
the trangaction data such ss type of merchandise, cost,
datr and go forth a5 they are entered on the transaction
inpot data device 22 via data bus 72¢ The sector mer-
chant No. 77 stores the merchant number which may be
entered at the input dats device or entered. antomati-
cally by some suitable built-in data device, The sector
78 which containg controls wis desaribed hersinabove,
The miscrllanous programs sector 7% containg s muylti-

. tude of programs and data used for so-called “house-
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keeping™ chores, functien monitor progeams and so
forth.

After the completion of a transaction, and =]} its dats
have beah transmitted to the iranssction center, all
transaction data, including the PIN are ecased, to insure
that it i3 kept secret. )

The contents of the memory 16 is called software,
and may be permanently stored in read-only ROMs or
EROM's, while ther data may be transient data, stored
in random acoess memory X

Other parts of the card reader may be so-called hard-
ware, namely the display 53, which receives the trans-
action data vix data bug 724 from the trangaction data
seetor 76, the printer 38 which prints the transsction
tickat and the retail establishment name and the transec-
tion number and optionally the date ax received from
the contral program gector 78 of a separate sector as-
signed to that fanction. The encrypter 17 converts afl
data ti be sent to the transaction center to enerypted
cexde 35 explained hereinabove and retransmits the ane
crypted code via data bus 72¢ 1o a component gencrally
known 2s a uiversal asynehronous recaivartransmitter
81 (UART) that converts the encrypted data into scriaf,
machine-sendable data form, which is, in turn sent to
the modem 24 that converts the-data fo dats especially
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modulated and conditioned for data line teansmission.
The transaction input data deviee 22 is typically 2 key-
board. The telephone toterface 43 serves to reocive the
dara sent from the remote telephone of a customer who
wighes to perform a retail transaction from a toachtons
telcphone, The telephone interface 43 eszentially it =
tone receiver for selectively rcoriving the particular
frequencies tranzmitted from the touch-tone telephone,
penerally known as dusl-tone muliifrequency signals
{DTMF) which is a well known, worldwide accepted
signalling standard. The tclephone interface typically
retransmits the received signals as binary éncoded data
on the data line 72C to the card number sector 73 and
the PIN No. secior 74

Other hardware elaments and the encrypting key 23
for controlling the encrypter 17, and a power supply 82
which may also inclnde a stand-by power supply 83 and
4 battery 84 for supplying power ander main power
faiture conditions.

FIGS. 5 and 6 deseribe, in flow-chart form, the step-
by-step progression of a mansaction.

At Start 100, x card i8 inserted, and resd in steps 101
and 102 and stored in the card teader computer mem-
oty. Next the customer enters his PIN number, and if
applicable the code for the particular assoviste card-
issuer he wishes to deal with in steps 103 and 104, Next,
the card reader sutomatically ecogapes the transaction
cetiter via the data line 26 and seeks to connect with the
center in a so-called “hand-shake™ procedure shown in
F1G. TA. Establishing connection with the transaction
centex takes place in steps 105, the decision step 106
which decides if the eenter i3 available for transaction,
and possibly & Wait step 107, if the Center is oot avajl
able. After the center is engaged, an optional data an-
eryption step 308 is performed and the data are tent and
received by the center in steps 109 aund 110. At the
center, if encrypted, the dats axe first daciphered in stap
131 and the center computer scans the customer’s file at
the center to check if he is in good standing, in step 113.
I be is not, 2 *No-go™ message is sent 10 the retail gite
in stap 114 and the process coumes 1o a halt in steps 125
and 130 (End). If the cardholder is in good standing a
trangsetion number i fetehed from the transaction num-
ber generator 36 in step 116, and, if applicable, en-
crypted and sent with approval to the transaction site in
stept 117 and 118. The transsction number is next tem-
porarily stored in the transacticn terminal and the go-
ahead signal is signalled by the terminal in steps 119 and
120 (FI1G. 6). The transaction can now proceed and the
transaction data are entered at the tetsminal, possibly
encrypled there, and sent to the bransaction center in
steps 121, 122 and 123. A data check for validity of the
data such as a parity check may be performed at the

ceniter in siep 124, and retransmitied back to the termi-.

nal for verification. If the dete ars validated, the tans-
&ction terminal prints a transaction ticket with Hmited
information, namely, the retall site name, the transac-
tion nurmber and the date in step 125, The customer gets
2 copy and the retail center retaing a copy as a record of
the transaction, as shown in steps 126 and 127. At the
transaction center the entire transaction it recorded in
the customer’s file 33, and the customer's acoonnt js
debited for the amount of the transaction in step 128,
Next at the transaction center, advantageonsty at the
end of a billing period, a statement is sent 10 the cog-
wmer and to the retail center. The statements can be
sent to designated persons at the retail center, so that
the ransaction is not generally reported to personnc)
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12 :
who have no need to be informed thereof. Thereby,
additional protection of the card-holder’s account num-
ber and transaction data are attainad,

FI1GS. 7A-D show detaily of the transmitted data
format. FIG. 7A is the “handshake™ procadure preced-
ing the firm cogapement between the transaction site
computer and the tranzaction center computer. FI1G. 7B
shows the dats format transmitted from the trangsction
site to the transaction center, consisting of the card
number, the transaction data, the merchant or transac-
tion site identity, and the card type, indicating which
associate card-issuer the customer selects to use, FIG.
7C shows the data returned from the transastion center,
consigting of the transaction number, transaction ap-
proval and the transaction data returned for verification
onty. FIG. 7D is a fipal verification process in which
both somputers perform » final comparison of data to
assare conformance of data at both ends of the ransac-
tiom, which it again sent back to retain correlation (with
the transaction cenger’s.)

The integrity of the card system disclosed herein.
above con be further improved by adding additions!
personal identifying information data to the card, such
es the signature, voiee print or & thumb-print to be
shown on the card. With uses of existing technology,
sech data can be converted to digital form and stored,
using high demsity data storage such a5 holographic or
similar state-of-the.art memory on the card, and resd by
an sppropriately equipped card reader for comparison
with corresponding data contained in the cardholder's
file at the transaction center.

The use of 3 common transaction center has the ad-
vantage that lost or stolen cards can be gquickly voided
by a simple telephone eall from snywhere to the trans-
action center. Also, faked and counterfeit cards using
invalid, non-recorded card numbers can be quickly
detected, sinoe such a number would have no vorre-
sponding PIN-pumber. Soch cards can be quickly
voided and/or reinstated using widely distributed net-
works, such as are now coming fnto cxistsncs,

In providing the dota Kok between the transaction
center and the transaction site, it is fo be understood
that the data transmitting medium may be any sujtable
data iransmission means, including dedicated or
switched, dial-up data lines, voiceband chapnels that
may be switched or dedicated, uptic fibsr or microwave
channels and so forth.

The transaction card, as desexibed herefmabove eag
be used, as described, for & credit card or a personal
identification card, and can have forther utility ag a for-
example, a medical IDoard for admission 1o medical
facilitiey, and may include modical information and
history sbout the cardholder in the machinereadable
field 61, FIG. 2B, which mzy be printed out by the
printar 18 fo the card reader 12, after the identity of the
cardhalder has been verified at the transection center.
In this application, medical canters, hospitals, even sm-
bulances with medical personnel may be squipped with
8 card reader of the type described hereinabove, using
the vehicle's two-way radio as a dats Enk to the transac.
tion center.

For farther securing the security of the system, hoth
the card render 12 with its sssociated components, and
the trapsaction center 11 may have stand-by power
supply systems, shown as a power supply 82, a stand.by
power unit B3 and a battery $4, secny in FIG. 3.
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For further enhancement of the utility of the card
system, sach card reader may have capability for auto-
matic diaking the connection to the transaction center.

1 elaim:

1. A financial and identification card transaction sys-
tem for protecting transactions between a plurslity of
cardbolders, sach having a card, with a machine-read-
able code imprinted thereon and a eard-issuing organi-
zation viz a1 least one tranzaction site connected by a
data channel with a remote transaction conter, the sys-
tem which comprises:

a card reader disposed at the transaction site for read-
ing the machine-readable eode imprinted on the
card, the machine teadable code including a card-
holder code that is unigre 1o each cardholder;

a transaétion number that umiquely identifics each
‘transaction;

1 transschion number store included with the card
reader for receiving and storing the transaction
nnmber from the transaction center;

a transaction data input device connested to the card
reader for receiving tramsaction data; :

a printer connected to the card reader for printing a
transaction ticket which inclodes the transaction
nutmber;

a center computer disposed at the transaction center
having memeory for storing transaction data re.
ceived from the card reader via the data channel;

2 transaction mmomber pencrator incleded with the
center computer for generating the transaction
number.

2, A card transaction system scconding to clmm 1

~v-wherein said card reader hirther comprises o keyboard

for recsiving @ personal identification nomber (FIN)

“ thet combined with the machine-readable oode,
uniquely identifies sach card-bolder.

3. A card transaction system sccording to clams 1
++ wherein said transaction ticket bas a number printed
% thereon which consists éssentially of the transaction
weenmber, ’

#so 4, A card bransaction system according to clwim 3

+wherein said number printed on the transaction ticket

~afurther comprises the date of the transaction.

% 5 A card iransaction system sccording to claim 4
wherein said transaction ticket comprises two eopies, of
which one is givento the cardholder as a record of the
transaction; and one js filed at the transaction site.

6. A card tremgaction system according to claim 5
which farther comprises:

& microcompnter having a memory for storing a con-

trod program for controlling the card reader.

7. A trangaction system according to clatm 8 further
comptising n modem for recsiving and transmitting
dats transmitted on said data channel between said card
reader and ssid {ransaction center,

8. A card transaction system sccording to elaim 7
further comprising an encrypter connected to the card
reader for encrypting data transmitted. form the card
reader to the transaction center znd for deciphering
data received from the transaction center; and an en-
cryption algorithm stored in said center computer for
‘deciphering data received from said card reader and for
enerypiing data transmitted to - said card reader. :

8. A card transaction system according to claim §
comprising & code key, which includes a plug-in read-
only memory inserted into said encrypter,

10. A card transaction system according to claim 1

- furthey comprising » telephione mierface connecied io

an incoming telephone line for receiving the parsonal
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identification number and the cardholder code from a
remole telephone dizposed at a remote location.

11. A card trensaction system according to claim 1
wherein said transaction center comprises a transaction
center interface connected to said center compnter and
a modem disposed in the connection batween the trans.
action center interface and the data chanpel, the trans-
action center nterfroe operating to convert digital par-
aliel data in the computer to serizl digital data in the
data channel.

12 A card transaction system according to claim
further comprising:

a center computer MEmMory;

a control program included in the center computer
wiemory for controlling the transaction center in-
terface; ’

a cardholder file memory mcluded in the center com-
puter memory for containing cardholder records,

13, A card transaction system according to claim 12
comprising at least one forther duta channel for data
communication between the transsction canter and at
least one participating card-issuers data files for inter-
changing of cardholder related data.

14. A card transaction system according to claim 13
comprising st least onc center printer for printing 2
somplete transaction record for each transaction, the
transaction record which includes all transaction data,
the transaction nommber and the cardbolders code, the
trapsaction record for transmittal to the cardholder and
to the retsil site,

i5. A card transaciion system according o claim 54
comprising & computer terminal tonmectad to #=id cen-
ey computer, the termingl which inchndes a display and
2 keyboard for interactively communicating with the
cargholder’s records and the encryption algorithm.

16. A card transsction system according to claim 1
wherein said data channel may be & fixed dedicated data
chammel,

Y7 A card tramsaction system according to claim 1
wherein said data channel may be a switched data chan-
il ' :

18, A card tvansection system according to claim 1
wherein said data channe! may be a digital data chanmel.

13, A card transaction gystem according to claim 1
further comprising a stand-by power supply connected
to the card reader for supplying stend-by power duting
main power failore,

20, A card transaction system according to claim 1
further comprising a stand-by power supply connected
tor the: transaction center for supplying stand-by power
during main power failure.

- 21. A card transaction system according to claim 1
Farther comprising medical data for the card helder,
included in the machine-readable card.

22, A perd transaction system aceording to clain ¥
further comprising data links from the transaction cen-
ter to awnciate cord-iasuer’s data oenters for farther
verification of data.

23, A card transaction system according to claim 1
further comprising personal identifying data related to
the cardholder. -

" 24, A card transaction system according to claim 23
wherein said personal identifying data include finger
prints.

5. A card transaction system aceording o elaim 23
wherein seid personal identifying data include Facial

Tmage data.

26. A card transaction system according to claim 2
wherein said personal identifying data mcinde voios
prini data. :
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FRIEDMAN, SUDER & COOKE

A PROFESSIONAL CORPORATION OF ATTORNEYS

Tindall Square Warchouse No, 1
604 East 4™ Streer, Suite 200

e RECEIvED SEP ) g 20m

MAIN 817.334.0400
FAN 8173340401

FONATHANM T. SUDER DIRECT DIAL: 817,134,001 34
E-MAIL; jts@fuclaw.com

September 23, 2003

Mr. W. Stephen Cannon
General Counsel

CIrculT CITY STORES, InC
9950 Mayland Drive
Richmond, VA 23233

Dear Mr. Cannon:

This firm represents the exclusive licensee of United States Patent No. 4,707,592 (“the ¢392
patent”), Financial Systems Innovation, L.L.C. (“FSI”) of Northbrook, Illinois, as well as the
inventor and owner, Paul Ware of Rome, Georgia.

The ‘592 patent teaches a system for protecting the identity of consumers in credit and debit
transactions. As described in the '592 patent, it is an object of the invention to “provide an ID/eredit
card system that is secure in that no reasonably identifiable data are required to be printed at the
transaction site for unauthorized, later use.” (Col. 3, In. 54). By including a transaction number on
the receipt, which uniquely identifies the transaction, and storing the transaction data in a central
computer, amerchant, like Circuit City, is able to avoid printing detailed information conceming the
cardholder’s account, thereby furthering an objective of the patent by eliminating the possibility of
fraud from stolen or misplaced receipts.

"The ‘592 patent has twenty-six claims. Claim 1 is an independent claim, and Claims 2-26
are dependent claims which depend from Claim 1. We believe that Circuit City’s system of handling
credit and/or debit transactions through the use of a card with machine-readable codes imprinted in
them and which produces a receipt with a transaction number which uniquely identifies each
transaction may be covered by one or more claims of the '592 patent.

Recently, FSI and Ware filed suit against Target, Office Depot and Walgreen in the United
Sates District Court in Rome, Georgia for infringement of the *592 patent. A copy of the complaint
is enclosed for your information. However, our clients wish for us to advise you that they have no
present intention of pursuing litigation against Circuit City but, instead, want to pursue licensing of
their technology.



September 23 2003
Page Two

At this time, we are not charging Circuit City with infiingement of the '592 patent. The
purpose of this letter is to introduce ourselves to you and to share our belief that the '592 patent
presents an excellent licensing opportunity for Circuit City. To assist in your evaluation, we are also
enclosing a Compact Disk which contains a copy of the '592 patent and its file history.

Please let us hear from you within thirty days of your receipt of this letter regarding your
interest in this licensing opportunity.

incerely,

y

Jonathan T. Suder

JTS/dk

Encls.

ce: Paul Ware (via Telecopier — w/o Encls.)
Arithony Brown (via Telecopier — w/o Encls.)
Ed Casto [firm]

KAWare\Letters\intro.circuit city, wpd






FRIEDMAN, SUDER & COOKE
A PROFESSIONAL CORFORATION OF ATTORNEYS
Tindall Square Warebotige No. |
604 East 4™ Strect, Suite 200
Fort Worth, Texas 76102

MAM 817.334.0406
FAX 817,334,0404

JONATHAN T. SUDER . DIRECT DIAL: 817,334,034
E-MAIL: jts@foclaw.com

October 24, 2003

Ms. Mary Louise Roberts Y1A CERTIFIED MAIL

Senior Corporate Counsel RETURN RECEIPT REQUESTED
Cmecutt CITY STORES, INC.

9950 Mayland Drive

Richmond, VA 23233-1464

Re:  United States Patent No. 4,707,592 — CIRCUIT CITY STORES, INC.

Dear Ms. Roberts:

Thank you for your letter of October 13, 2003 advising us that you have received our prior
letter and that you are conducting an investigation into whether or not Circuit City wants to pursue
a license of the ‘592 patent. Towards that end, I am writing to advise you that we have been in
discussions with certain retailers and based on those discussions as well as our continued
investigation into how many of the retailers, including Circuit City, provide a transaction
identification number or code in lieu of credit card information of a particular customer, we are
providing you with a preliminary analysis showing why we believe the ‘592 patent offers an
excellent licensing opportunity for Circuit City. This is not for purposes of putting Circuit City on
notice of infringement, but only to set forth why we believe the offer to license contained herein is

fair and should be seriously considered by Circuit City.

In addition, we are enclosing a proposed license agreement which is based on a royalty bage
of estimated credit card revenues by Circuit City using Circuit City’s publically available
information for the calendar year 2002. Using a conservative estimate that 75% of total revenues

are credit or debit card based (for which Circuit City pays a fee to provide such service to its
customers), our offer is based on a royalty rate of 17100 of 1% of such credit card revenues for the

remaining two years of the patent without secking any remuneration for the past.

Please let us hear from you by November 12, 2003 whether or not Circuit City wishes to
pursuc a license under the “592 patent. We hope this information is helpful in persuading Circuit
City that a license at this time under these terms would be mutually beneficial.

incerely,

N 74%4

Jpnathan T. Suder

JT8/dk
cc:  Anthony Q. Brown (w/o encls. — via Telecopikr)

Ki\Wara\L etiers\roberts (cirouit sity)wpd






Julia Faldman
Director, Licensing

ACACM Telephane (949) 480-8319

TECHNOLOGIES Fax (949) 480-8391
GROUP Emait; jfeldman%acaf):iams.com
Via USP g s
i USPS | RECEIVED
March 9, 2005 '
: Ve L § 2005
Mary Louise Roberts, Esq. ,
LEGAL DEPT,

Senior Corporoate Counsel
Circuit City Stores, Inc.
9950 Mayland Drive
Richmond, VA 23233

Re: Notice of Infringement of U.S. Patent No. 4,707,592

Dear Ms. Roberts,

Acacia is a publicly traded (Nasdaq: ACTG; CBMX) patent licensing and enforcement
company located in Newport Beach, CA (www.acagciatechnologies.com). I J anuary 20035, we
purchased a company called Financial Systems Innovation LLC, which controls the rights to
U.S. Patent No. 4,707,592 (the *7592 Patent™).

Our records indicate that the law firm of Friedman, Suder & Cooke (the “FSC Firm™),
has previously notified you that your company’s system for handling credit and/or debit
transactions may be infringing the ‘592 Patent. We are writing you this letter as a follow up to
the previous cotrespondence of the FSC Firm, and as a last attempt to resolve this matter without

the need for litigation.

As you may already know, the ‘592 Patent invented an electronic card reader system in
which limited information such as a transaction number is printed on a receipt without the need
for either carbon copies or printing the cardholder’s account number on the receipt. The term
“transaction number” is used generically, and rmay appear on the receipt as a transaction,
sequence, ticket or other identifying number. This identifying number can later be used by the
retailer or consumer to retrieve information about the transaction. A generic receipt is attached
to this letter as an example of a receipt from an infringing system. We believe that you use this

type of system.

We have already successfully entered into license or settlement agreements with many
large retailers, including:

= Target s Petsmart = Office Depot
»  Walgreens = Pier | Imports * Bombay Company
* The Gap » Racetrac Peiroleumn s Radioshack
» JC Penney/Eckerds ¢+ H.E Butt Grocery Co.

500 Newport Center Drive, 7 Float, Newport Baach, CA 02680
949.480.8300 949 .480.8301 (fax)

email: infa@acaciores.com  fittp:/y www.aensioresearch.com
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We are in ongoing licensing discussions with many other companics. Also, we have patent
infringement lawsuits pending in the Northern District of Georgia and the Northem District of
Texas. As the ncw owner of the patent, we are attempting to resolve this matter with you
amicably before turning it back over to the FSC Firm to proceed with litigation.

This package includes everything you need to mvestigate our contentions of patent
infringement including: a copy of the ‘592 Patent; the File History for the ‘592 Patent;
Enginecring Diagrams which illustrate infringement of the ‘592 Patent; and Prior Art, which was
brought to our attention in the course of the existing litigation. We have also enclosed a License
Agreement which includes a release and license for all past and future infringement of the *592
Patent, in exchange for a one time royalty payment of $95,000.00. This offer for a license will

expire in 45 days.

In the event that we dre forced to bring litigation against you to enforce the ‘592 Patent,
we will seck to recover the maximum damages allowed by law. Accordingly, the royalty amount
for any future settlement will be significantly higher than this pre-litigation licensing offer.

After you review the enclosed materials, please contact me with any questions or
comments at 949-480-8319 or jfeldman@acaciares.com. If we do not hear from you i the
interim, we will contact you in approximately 30 days so that we can complete the license within
the 45 day time frame indicated above.

Thank you for your attention to this matter,

Sincerely,

Julia Feldman
Director of Licensing

Enclosure



NON-EXCLUSIVE LICENSE AGREEMENT

This License Agreement (“Agreement”) is entered into as of (the “Effective
Date™) between Financial Systems Innovations, LLC, an Iilinois limited liability company, with an
address at 500 Newport Center Drive, 7th Floor, Newport Beach, CA 92660 Fax No. 949-480-8301

{(heremafter “FST™), and - , a corporation, with an
address at »
Fax No. (hereinafter “Company™).

BACKGROUND

A. FSlis the owner of U.S. Patent No. 4,707,592, which covers a system that performs certain
secure, computerized financial transactions;

B. FSIalleges that the use by Company of the Licensed Patent in the absence of a use license from
FS, may constitute infringement of one or more claims of the Licensed Patent under one ar more
of the provisions of 35 U.S.C. § 271, including, but not limited to, §§ 271(a), (b), (c) and/or (g);

C. Without admitting infringement or liability, Company desires to obtain 2 license under the
Licensed Patent (as defined jn Section 1.1 below) in connection with its performance of the
Licensed Services (as defined in Section 1.3 below).

NOW, THEREFORE, in consideration of the above premises and the mutual covenants of the
parties to be faithfully performed, FST and Company, intending to be legally bound, agree as
follows: -

1. DEFINITIONS

In addition to the terms defined above and elsewhere in this Agreement, as used in this
Agreement:

1.1 “Licensed Patent” shall mean U.S. Patent No. 4,707,592, as well as any additional
patents obtamned by FSI via any divisionals, continuations, continuations-in-part,
reissues and reexaminations of U.S. Patent No. 4,707,5%2.

1.2~ “Subsidiarie(s)” shall mcan any corporation, company, or other business entity
controlled by Company. For purposes of this Agreement, control means beneficial
ownership of greater than fifty percent (50%) of the voting securitics or greater than
fifty percent (50%) interest in the income of such corporation, company or other
bustness entity,

1.3 “Licensed Services” shall mean any computerized financial transaction(s)
performed by a system, which js covered by one or more of the claims of the
Licensed Patent,



2.

LICENSE

2.1

2.2

2.3

2.4

License Grant. In consideration for this Agreement, FSI hereby grants to
Company, and Company hereby accepts, a nonexclusive, nontransferable, non-
sublicensable, fully paid-up license to use the Licensed Patent in connection with its
Licensed Services, for the term of the Licensed Patent, in the geographic areas

covered by the Licensed Patent.

2.1.1 The license granted in Section 2.1 above to Company includes a
license of the same scope to Company’s Subsidiaries existing as of
the Effective Date, which shall be identified on Appendix A hereto.
The license granted to a Subsidiary under this Section 2.1.1 shall
terminate on the date that such Subsidiary ceases to be a Subsidiary,
and Company shall provide FSI with written notice of any such
change in Subsidiary’s licensed status within ten (10) days after the
date such Subsidiary ceases to be a Subsidiary. Any entity which
becomes a Subsidiary after the Effective Date of this Agreement shall
not be licensed hereunder, without the prior written consent of FSL

Reserved Rights. Any and all rights not explicitly granted to Company and its
Subsidiaries in Section 2.1 above are expressly reserved by FSI. No license or
immunity as to the Licensed Patent is granted by FSI to Company, either by
jmplication, estoppel, or otherwise, other than as specifically enumerated and
expressly provided in Section 2.1 to Company and its Subsidiaries, and no license or
mmunity as to the Licensed Patent is granted by FSI to end users either by
implication, estoppel, or otherwise,

No Sublicense Rights. The license granted to Company and its Subsidiaries in
Section 2.1 above does not confer upon Company or its Subsidiaries the right to
grant or otherwise transfer (via sublicense, assignment, or otherwise) any rights
under the Licensed Patent to any other persons or entities for any purpose,

Company Liable for Obligatious of Subsidiaries. Company is and shall remain
primarily liable to FSI for all of its Subsidiaries’ obligations, covenants,
representations and performance under each and every term and condition of this
Agreernent,

MUTUAL RELEASES

3.1

3.2

In consideration for this Agreement, FSI hereby releases, acquits, and forever
discharges Company and its Subsidiaries from any and all claims or Liability for
infringement or alleged infringement of the Licensed Patent in connection with the
Licensed Services occurring prior to, on or after the Effective Date.

In consideration for this Agreement, Company hereby releases, acquits, and forever
discharges FSI from any and all claims or lability for infringement or alleged



mfnngement of the Licensed Patent in connection with the Lmensed Services
occurting prior to, on or after the Effective Date.

PAYMENT

4.1

4.2

Within five (5) days of the execution of this Agreement, Company shall pay to FSI a
one-time, non-refundable, lump-sum payment in the amount of Ninety-Five
Thousand Dollars (§95,000.00). FSI acknowledges and agrees that Company shall
not be required to make any other payments to FSI for rights granted in this
Agreement under the Licensed Patent.

The payment required by Section 4.1 above shall be made in United States dollars
and sent to the attention of Accounts Receivable Department of FSI at the address

indicated in the opening paragraph of this Agreement.

REPRESENTATIONS, WARRANTIES AND COVENANTS

5.1

5.2

Representations, Warranties, and Covenants of Company, Company represents,
warrants, and covenants to FSI that: (i) Company has the full legal authority
necessary to enter into this Agreement and perform the duties and obligations
outlined in this Agreement; (ii) the exccution of this Agreement by Company and
the performance of its obligations hereunder will not violate any agreement, whether
written or oral, to which Company is a party; and (iif) Company is licensing the
Licensed Patent for its own convenience, and this Agreement may not provide
Company and its Subsidiaries all of the rights that Company or such Subsidiary
needs from parties other than FSI to perform the Licensed Services.

Representations, Warranties, and Covenants of FSI. ¥SI represents and warrants
that it (i) owns or has exclusive control over all rights, title and interest in the
Licensed Patent, and (ii) has the necessary rights, powers, and anthority to enter into
this Agreement THE LICENSE GRANTED TO COMPANY AND ITS
SUBSIDIARIES BY FSI IS GRANTED IN “AS IS/WHERE 1S CONDITION. .
OTHER THAN WITH RESPECT TO ITS OWNERSHIP OR CONTROL OF THE
LICENSED PATENT, FSI MAKES NO REPRESENTATIONS OR
WARRANTIES TO COMPANY AND ITS SUBSIDIARIES QF ANY KIND,

INCLUDING WITHOUT LIMITATION, EXPRESS, IMPLIED, STATUTORY,

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, PATENT
ENFORCEABILITY, OR PATENT VALIDITY.-IN ADDITION, FSI MAKES NO
REPRESENTATION THAT THE USE OF THE LICENSED PATENT IN
CONNECTION WITH PERFORMANCE OF THE LICENSED SERVICES WILL
NOT INFRINGE, DIRECTLY, CONTRIBUTARILY, OR BY INDUCEMENT,
ANY PATENT, COPYT(IGHT TRADEMARK OR OTHER PROPRIETARY
RIGHT OF ANY THIRD PARTY. FSI SHALL NOT BE LIABLE TO COMPANY
OR ANY OF ITS SUBSIDIARIES FOR ANY SPECIAL, INDIRECT,
INCIDENTAL OR CONSEQUENTIAL DAMAGES, EVEN IF INFORIVIED OF
THE POSSIBILITY THEREOF IN ADVANCE. THESE LIMITATIONS APPLY
TO ALL CAUSES OF ACTION IN THE AGGREGATE, INCLUDING WITHOUT



6.

LIMITATION, BREACH OF CONTRACT, BREACH OF WARRANTY,
NEGLIGENCE, STRICT LIABILITY, FRAUD, MISREPRESENTATION AND
OTHER TORTS, LOSS OF PROFIT, LOSS OF BUSINESS, LOSS OF SAVINGS

OR OTHER LOSS.

CONFIDENTIALITY

6.1

Confidentiality. All information provided pursuant to this Agreement, including
without Imitation, the terms of this Agreement, shall be regarded as confidential
information (“Confidential Information™). The partics agree that, other than as
required by law, they shall not disclose any Confidential Information and shall use
the Confidential Information only for the purposes sct forth herein. The partics
further agrec that Confidential Information shall not include: (i) the disclosure of
the existence of this Agreement; (ii) information that was already known, otherwise
than under an agreement of secrecy or non-use, at the time of its disclosure; (1)
information that has passed into the public domain pror to or after 1ts- disclosure,
otherwise than through any act or omission attributable to principals, officers,
employees, consultants or agents of the receiving party; or (iv) information that was
subsequently disclosed, otherwise than under an agreement of secrecy Or non-use,
by a third party that had not acquired the information under an obligation of

confidentiality.

ASSIGNMENT

7.1

Assignment. Company and its Subsidiaries shall not assign, delegate, sell, transfer,
or otherwise dispose of, voluntarily or involuntarily, (by operation of law or
otherwisc, including but not limited to, the transfer of a substantial portion or all of
Company’s assets to a third party) any of their rights or privileges under this
Agreement without the prior written consent of FSL. Any attempted assignment in
contravention of this provision shall be deemed void ab initio. FSI may assign this
Agreement to an affiliate, provided that any such assignee agrees to be bound by the
terms and conditions of this Agreement.

MISCELLANEOQOUS

8.1

8.2

Noo-Agency. Nothing in this Agreement is intended or shall be deemed to
constitute a partnership, agency, cmployer-cmployee, or joint venture relationship
between the FSI and Company. Neither FSI nor Company shall incur any debts or
make any commitments for the other. '

Entire Agreement, Amendments, and Waivers. This Agreement constitutes and
contains the entire agreement between FSJ and Company, and supersedes any and
all prior negotiations, conversations, correspondence, understandings, and letters
respecting the subject maiter hereof. This Agreement may be amended or modified
or one or more provisions hereof waived only by a written instrument signed by the
parties. No delay or omission by any party in exercising any right or power arising
from any default by the other party shall be construed as a waiver of such default,



8.3

8.4

8.5

8.6

8.7

nor shall any single or partial exercise thereof preclude any further exercise thereof
or the exercise of any other right or power arising from any default by s party. No
waiver of any breach of any covenant or other condition shall be construed to be a
waiver of or consent to any previous or subsequent breach of the same or of any

other covenant or condition.

Severability and Captions. If one or more provisions of this Agreement are held to
be invalid or unenforceable under applicable law, such provision shall be excluded
from this Agreement and the balance of the Agreement shall be interpreted as if such
provision were 50 exciuded. In the event a part or provision of this Agreement is
held to be invalid or unenforceable or in conflict with law for any reason, the partics
shall replace any invalid part or provision with a valid provision which most closely
approximates the intent and economic effect of the invalid provision. The captions
to this Agreement are for convenience only and are to be of no force or effect in
construing and interpreting the provisions of this Agreement.

Governing Law and Consent to Jurisdiction. This Agreement shall be governed
by and construed under applicable federal law and the laws of the State of
Califomia, excluding amy conflict of law provisions. Company and FSI cach
irevocably consent to the exclusive jurisdiction of any California state or federal
court sitting in the Central District of California, over any suit, action or proceeding
arising out of or relating to this Agreement. FSI and Company hereby waive
personal service of any sumumons, complaint, or other process in any action in-any
California state or federal court sitting in the Central District of California, and agree
that all service thereof may be made by (i) certified or registered mail, return receipt
requested, to the other party’s address identified in the opening paragraph of this
Agreement; (ii) by facsimile to other party’s facsimile number identified n the
opening paragraph of this Agreement (or other facsimile number identified in
writing by the parties for such purpose); or (in) by such other method authorized by
the California Long Arm Statute.

Netices. Any notice required or permitted under this Agreement shall be given in
wiiting and shall be sent via overnight carier, or via facsimile and regular mail, to
the addresses and fax numbers indicated in the opening paragraph of this Agreement
above. Other than the payment information set forth in Section 3.0 above, all other
notices to FSI shall be sent to the attention of General Counset, FSL ‘

Third Party Beneficiaries and Assignment. Nothing in this Agreement shall be
construed to give rise to any obligation on either party hereto for the benefit of a
third party or to confer any rights on any party other than FSI or Company.

Survival. Provided that Company makes the payment required by Section 4.0
above, Section 3.0 above shall survive the expiration or termination of this

Agreement.
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Signature page to FSI Non-Exclusive Licenge Agreement
IN WITNESS WHEREQF, the parties have executed this Agreement on the dates set forth below.

Financial Systems Innovations, LLC

[Company]

By: By:

Print Name: ' | Print Name:
Title: Title:

Date: Date:




Appendix A

Subsidiaries Existing as of the Effective Date



